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Bluewave Labs Limited (“Bluewave”, “we”, “us”, “our”) operates the Bluewave Protocol 

website, ecosystem, services, applications, tools, APIs, and Telegram Mini-App (“Platform”). 

This Privacy Policy explains how we collect, use, store, disclose, and protect your personal 

data in compliance with the Nigeria Data Protection Act 2023 (“NDPA”) and applicable 

regulations. 

By accessing or using the Platform, you acknowledge and agree that your personal data may 

be processed in accordance with this Privacy Policy and applicable law. 

1. DATA CONTROLLER 

Bluewave Labs Limited 

Email: admin@bluewaveprotocol.xyz 

 

For all data protection matters, contact us at the email above. Bluewave acts as the Data 

Controller for personal data collected through the Platform. 

2. PERSONAL DATA WE COLLECT 

We collect only data reasonably necessary to operate, maintain, improve, and secure the 

Platform. 

A. Data You Provide Directly 

This may include: 

• wallet addresses; 

• Telegram usernames and IDs; 

• email addresses where voluntarily submitted; 

• messages, support requests, and feedback; 

• KYC/AML information where required, including: 

• full name, 

• government-issued identification, 

• proof of address, 

• selfies or verification photographs. 

B. Data Collected Automatically 

This may include: 

• IP addresses; 

• device identifiers; 

• browser type; 

• operating system; 

• access logs; 

• timestamps; 
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• usage activity; 

• analytics information; 

• cookies and tracking technologies; and 

• publicly visible blockchain transaction data. 

C. Data Obtained from Third Parties 

We may receive data from: 

• analytics providers; 

• wallet providers; 

• Telegram APIs and integrations; 

• sanctions databases; 

• fraud-prevention providers; and 

• compliance verification services. 

Bluewave does not knowingly collect special category data as defined under the NDPA unless 

legally required or voluntarily provided for compliance purposes. 

3. PURPOSES OF PROCESSING 

We process personal data for purposes including: 

• operating and maintaining the Platform; 

• enabling ecosystem participation; 

• processing wallet interactions; 

• verifying identity; 

• fraud prevention; 

• AML/KYC compliance; 

• improving performance and analytics; 

• communicating updates and support responses; 

• ensuring system security; 

• investigating misuse or abuse; 

• complying with legal obligations; and 

• enforcing our Terms and Conditions. 

4. LAWFUL BASIS FOR PROCESSING 

Under the Nigeria Data Protection Act 2023, we rely on the following lawful bases: 

Consent 

Where users voluntarily provide consent, including: 

• cookies; 

• optional marketing communications; or 

• optional feature participation. 

Contractual Necessity 



Where processing is necessary to provide Platform services or fulfil obligations under the 

Terms and Conditions. 

Legal Obligation 

Where processing is necessary to comply with: 

• AML/KYC obligations; 

• regulatory requests; 

• court orders; 

• tax requirements; or 

• applicable legal obligations. 

Legitimate Interest 

Where reasonably necessary for: 

• fraud prevention; 

• platform security; 

• ecosystem integrity; 

• operational analytics; and 

• improving Platform functionality. 

5. DATA SHARING & DISCLOSURE 

Bluewave does not sell personal data. 

We may disclose personal data to: 

Service Providers 

Including: 

• hosting providers; 

• cloud infrastructure providers; 

• analytics services; 

• KYC/AML vendors; and 

• technical contractors, 

subject to confidentiality obligations. 

Legal Authorities 

Where disclosure is required: 

• by law; 

• court order; 

• subpoena; 

• regulatory directive; or 

• compliance obligations. 

Business Transfers 

In connection with: 



• mergers; 

• acquisitions; 

• restructurings; 

• investments; or 

• asset transfers. 

Affiliates & Advisors 

Where reasonably necessary for operational, legal, compliance, or administrative support. 

6. INTERNATIONAL DATA TRANSFERS 

The Platform may process or store personal data outside Nigeria. Where international 

transfers occur, Bluewave shall implement appropriate safeguards, including: 

• standard contractual clauses; 

• approved transfer mechanisms; 

• adequacy decisions; or 

• other protections recognized under applicable law. 

7. DATA RETENTION 

We retain personal data only for as long as reasonably necessary for the purposes described 

in this Policy or as required by law. 

Retention periods may include: 

Data Type Retention Period 

Account & Platform Data Duration of account activity + 5 years 

KYC/AML Data 5 years after relationship termination 

Security Logs Up to 12 months 

Analytics Data As reasonably necessary for Platform improvement 

Certain blockchain-related data may remain permanently accessible on public blockchain 

networks and cannot be deleted by Bluewave. 

8. YOUR RIGHTS UNDER NDPA 

Subject to applicable law, users may exercise the following rights: 

• Right of Access; 

• Right to Rectification; 

• Right to Erasure; 

• Right to Restrict Processing; 

• Right to Object; 

• Right to Data Portability; 

• Right to Withdraw Consent; and 

• Right to Lodge Complaints. 

Requests may be submitted to: admin@bluewaveprotocol.xyz 

Bluewave shall respond within applicable legal timelines. 
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9. COOKIES & TRACKING TECHNOLOGIES 

The Platform uses cookies and similar technologies for: 

• functionality; 

• analytics; 

• fraud prevention; 

• security; 

• performance optimization; and 

• remembering user preferences. 

Users may disable cookies through browser settings, though certain Platform features may 

not function correctly. 

Further information is available in our Cookie Policy. 

10. DATA SECURITY 

Bluewave implements reasonable technical, organizational, and administrative safeguards 

designed to protect personal data against: 

• unauthorized access; 

• misuse; 

• disclosure; 

• alteration; and 

• destruction. 

Security measures may include: 

• encryption; 

• access controls; 

• authentication systems; 

• monitoring tools; and 

• secure infrastructure practices. 

However, no digital system is completely secure. Users remain solely responsible for: 

• safeguarding private keys; 

• securing wallets; 

• protecting credentials; and 

• maintaining account confidentiality. 

Bluewave shall not be liable for losses resulting from compromised wallets or user security 

failures. Where required by applicable law, Bluewave shall notify affected individuals and 

relevant regulatory authorities of qualifying personal data breaches within the timelines 

prescribed by law. 

11. BLOCKCHAIN TRANSPARENCY NOTICE 

Blockchain transactions may be publicly visible, traceable, immutable, and irreversible. Users 

acknowledge that certain wallet interactions and blockchain activity may remain permanently 



accessible on public distributed ledgers. Bluewave cannot alter or delete public blockchain 

records. 

12. MINORS 

The Platform is not intended for individuals under eighteen (18) years of age. Bluewave does 

not knowingly collect personal data from minors. If we become aware that data belonging to 

a minor has been collected, reasonable steps shall be taken to delete such data. 

13. THIRD-PARTY LINKS & SERVICES 

The Platform may contain links or integrations relating to third-party services including: 

• Telegram; 

• wallet providers; 

• analytics platforms; 

• blockchain infrastructure; and 

• external applications. 

Bluewave does not control and is not responsible for third-party privacy practices or services. 

Users should review third-party policies independently. 

14. CHANGES TO THIS POLICY 

Bluewave may modify or update this Privacy Policy from time to time to reflect: 

• legal changes; 

• regulatory requirements; 

• operational updates; 

• technical developments; or 

• ecosystem changes. 

Material changes shall be reflected by updating the “Last Updated” date. Continued use of 

the Platform following updates constitutes acknowledgment of the revised Policy. 

15. COMPLAINTS 

Questions, concerns, or complaints regarding data processing may be directed to: 

admin@bluewaveprotocol.xyz 

If unresolved, users may lodge complaints with the Nigeria Data Protection Commission: 

Nigeria Data Protection Commission 

16. CONTACT INFORMATION 

Bluewave Labs Limited 

Email: admin@bluewaveprotocol.xyz 
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